ISSN:0975-9646

K Vahini et al, / (IJCSIT) International Journal of Computer Science and Information Technologies, Vol. 5 (4) , 2014, 5062-5067

Defend Data using ELGAMAL Digital Signature
Data Decryption Algorithm.

K Vahini”', V Prasad " ,U V Chandra Sekhar™

*IM.Tech Scholar, *Assistant Professor ,Department of Computer Science & Engineering,
Raghu Engineering College, Dakamarri, ,Visakhapatnam-531162, Andhra Pradesh , INDIA.
“2Associate Professor , Department of Computer Science & Engineering,

Raghu Institute of Technology, Visakhapatnam, Andhra Pradesh, INDIA

Abstract— Data security and encryption are now a days
playing major role in Information Technology [IT] sector.
Security problem generated creates exertion to the firm. They
are several Digital Signature Algorithms which are useful in
providing security for the issues generated. Elgamal Digital
Signature [EDS] Algorithm which is used in wide applications
had proved its efficiency in safe guarding the data .However due
to different choppers the data is not firmly reaching the safe side.
The previous methods proposed using this EDS Algorithm had
given appropriate measures using several methods in protecting
the data. But there are some flaws which made EDS Algorithm
efficiency poor. In this paper, we are proposing an advanced
EDS Algorithm with keys generated through statistical approach
which consists of combination of random numbers and prime
numbers blend with an Exclusive OR (&) operation to enhance
the complexity for the key to be generated. We know that EDS
Algorithm also ensures security and time complexity of
improved signature. This proposed method can give us an
authentication with a Digital Signature for decryption of the
data at the receiver side very sanctuary.
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I INTRODUCTION

Network Security & Cryptography [NSC][2] is to
protect network and data transmission over wireless
network. Data Security is to secure data transmission over
unreliable network. The rapid development in IT, the
secure transmission of confidential data herewith gets a
great deal of attention. The conventional methods of
encryption can only maintain the data security. The
information could be accessed by the chopper for malicious
purpose. Therefore, it is necessary to apply an effective
encryption/decryption algorithms to enhance Data Security
[DS][1].

A Digital Signature [DIS] is a mathematical scheme for
demonstrating the authenticity of a digital message or
document. The valid DIS[S] gives a reason for recipient to
believe that the message was created by a known sender
such that they cannot deny sending it, so that the message
was not altered in transit. This DIS concept creates
Message Digest [10][MD] which identifies a message
uniquely.
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Fig 1.1 General method of Cryptography

They are originally two types of cryptographic process
namely (1) Encipher process to convert plain text to cipher
text.(2) Decipher process to convert cipher text to plain
text.and similarly the text types are (i)Plain text: which is
used as input to an encryption algorithm; the output is
usually termed as cipher text.(ii)Cipher text: Cipher text is
also known as encrypted or encoded information because it
contains a form of the original plain text.

Keys [12] the major aspect in NSC is piece of information
(a parameter) that determines the i.e. a Functional output of
a cryptographic algorithm. And the key types are

(i) Private Key: is a secret key and also known as
encryption/decryption key known only to the party or
parties that exchange private messages.

(ii) Public Key: is created in encryption cryptography that
uses asymmetric-key encryption algorithms. Public keys
are used to convert a message into an unreadable format.

ELGAMAL DIGITAL SIGNATURE ALGORITHM

The difference between the proposed algorithm and the
original EDS[1] algorithm is mainly reflected in adding a
random number along with Exclusive-OR operations
aiming to make the original algorithm more complicated
and more difficult to decipher[1][3].

The specific algorithm is as follow:

STEP 1: A large prime number p is produced by system, o
is a generator of Zp*, x(1< X <[J( p) ) is the signer's private
key, the corresponding signature public key B can be
calculated byp =a x mod p , and opened to the public key.
STEP 2: Two different random numbers t and k are
randomly selected by system. Where t, k and x must be co-
prime and there is inverse. y and A are calculated by the y
=0, k mod p , A =a t mod p and retain y and A.
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STEP 3: Signature explicitly m, 6 is calculated using the
results of the first two steps as well as the extended
Euclidean algorithm and modular inversion algorithm by m
= (Xy + kL + t8) mod (p —1) It should be avoided to take
the same random number and simple functional
relationship existing between random numbers at the
course of obtaining a number of signatures. [3]

STEP 4: Discarded the random number k and t, then the
required public key p, B and a are obtained. The private key
is x. The signature of plain text m is (y, A, 9)

STEP 5: (y, A, d) is sent to the corresponding customers by
system. The customers use the following equation to verify
the correctness of plaintext m digital signatures. If equal,
the signature is correct. Otherwise, the signature is
incorrect or transmission errors. The equation as follows:
o.M = Byy AA0 mod p

In the above-mentioned improved EDS algorithm, the same
message m corresponded to the different digital signature
(v ,A,0 ) for the different random number k, t. And they can
be all verified through the validation algorithm, which
characterizes with uncertainty of signature and improved
security. When signers take A as a signature, they need to
finish one more computing power each time, which
increases the amount of the signer's operations. When taken
A as a public key, the signer calculates a value of A, which
could be used as many times as the value of B. So the
signer's computation amount is almost the same as that of
the original algorithm. But for authenticator, each
authentication has one more computing power, but
increased with only about 0.5 time computation. As for the
computer which can easily verify the Elgamal-type digital
signature, verifying the signature of the improved algorithm
does not consume more time. A can be used as public key if
it is taken into account that the amount of the signer’s
operation is not increased[5]. But whether this is safe, it is
still needed to be determined through the analysis of safety.
If the public key A as a random number will lead to
insecurity, A should be taken as a part of the signature. This
would increase the operation of the signer. But as long as
the signature is not carried out in large amount, this
computation can still be accepted [7].

v security depends on the difficulty of computing

discrete logarithms

v setup (key generation) is the same:

v shared prime p, public primitive root a

v' each user chooses as private (key) a random
number X

v" and computes public key: y = ax mod p

v' public key is (y,a,p)

v' private key is (x)

To sign message M:
v' choose a random number k, GCD(k,p-1)=1
v' compute K = ak(mod p)
v' use extended Euclidean (inverse) algorithm to
find S:
M =x.K + k.S mod (p-1); that is find
S =k-1M - x.K) mod (p-1)
v the signature is (K,S)
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Note that k should be destroyed after use like Elgamal
encryption the signature is double the message size to
verify a signature (K,S) on message M confirm that:
yK.KSmod p =aMmod p

IT PROBLEM SPECIFICATION:

Elgamal proposed a cryptosystem based on the Discrete
Logarithm [DL] problem [13] which can be used for both
data encryption and digital signature. The EDS scheme is
non deterministic like Elgamal public-key cryptosystem
[12]. The same clear message has different signatures due
to randomly selected different parameters, and each
signature only corresponds to a random number, which has
brought a great hidden danger to the security of EDS
scheme. In terms of the EDS scheme, the algorithm's
security depends on the security of the private key. Once
the private key [9-12] is intercepted by the chopper, the
entire digital signature algorithm is accessible to all
chopper can easily use the link among random numbers,
and can decipher the private key as a primary target and
obtain the value of the private key by no means of
complicated calculations. Since the selection of random
numbers is greatly reduced, and each random number can
only be used once and then discarded, which has seriously
affected the life of the algorithm.

The replacement of the public key needed to be re-issued
through public channels. Therefore, some customers failed
to access the updated information and still used in
consistent public key for authentication leading to the
erroneous conclusion. The error probability will increase
resulting from over loaded data transmission. So, there
exists more digital signature retransmission due to the error
in transfer process. Thus, in the EDS, the insecure random
number constitutes a very large threat to its security. To
improve the algorithm's security, it is important that
algorithm by adding a random number and strengthening
the link between the random number and the private key to
make it more difficult to decipher, besides this we also
propose a method by adding a prime number along with the
random number with an Exclusive-OR operation, which
leads to high security in transferring the data, where the
private key cannot be hacked so easily.

III PROPOSED SYSTEM:
According to the two method of analysis to attack the
random number, it was found that the chopper can easily
calculate the value of random numbers or the value of the
key by calculation of a random number, if a signer uses the
insecure random number. This generally resulted from that
it is easier to hack the random number than hack the key or
too intimate relationship between the random number and
the key. So, for the random number vulnerability in the
EDS algorithm and too simple link between the random
number and the key.
In this paper, we proposed to enhance the security of the
algorithm, which can make the link between the random
number and the key more complicated.
There are two signature equations of the EDS algorithm,
shown as follow:[1][3][5][7]
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v=ok mod p 1

&= (m-xy)k-1 mod (p-1) ---------------- (2)
Public key B is calculated by the following equations:

B= ax mod p 3)

Compared with (1), (3) is the same as (1) in form, with 3
generated through the private key x and as a public key. In
(1) vy is generated through the random number k and as a
part of the signature. Then we can join these three
equations as a signature equation, but calculated as a public
key instead of as a signature.

If we take B as part of the signature, y as a public key,
corresponding to x as a random number, k as the private
key, the equation (2) is changed to follow:

6= (m-xy)k-1 mod (p-1) ---------------- 4)
Verification equation is changed as follow:
am = f yyA A8 mod p ------------------- (5)

This result of replacement is also an ElGamal digital
signature algorithm. It can be seen that there is no essential
difference between the random number k and the private
key x. They are in different positions only because (2) is
different. Then we can consider adding such a random
number, and a corresponding increase in a form such as the
type (3) of the equation to the signature equation, namely:
A =at mod p -----------------—- (6)

Accordingly, its need to make the appropriate changes to
the signature equation and the verify equation. The
signature equation in (2) is changed as follow:

m = (xy + k\ + t8) mod (p —1)------------- (7)
The authentication equation is changed as follow:
am = B yyA Ad mod p------------- (8)

In this way, the linkage between the random number and
the private key x is established based on (7). For (7), the
values of x, k and t are to be identified. If the hackers
successfully obtained a random number value and want to
continue hacking, this is clearly more difficult than that for
the original algorithm. Further improved the scheme above,
the new digital signature

algorithm's signature equation can be obtained as follow:

B=ox mod p
vy = ak mod p
A=at mod p

m = (xy + kA + t8) mod (p —1)
Verification equation can be drawn as follows:
oam = 3 yyA Ad mod p

IV REQUIREMENT ELICITATION:
Domain Analysis:
Network Security and Cryptography
Network security consists of the provisions and policies
adopted by a network administrator to prevent and monitor
unauthorized access, misuse, modification, or denial of a
computer network and network-accessible resources.
Cryptography includes techniques such as microdots,
merging words with images, and other ways to hide
information in storage or transit.
Modern cryptography concerns itself with the following
four objectives:
(i) Confidentiality: The information cannot be understood
by anyone for whom it was unintended.
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(i) Integrity: The information cannot be altered in storage
or transit between sender and intended receiver without the
alteration being detected.

(i) Non-repudiation: The creator/sender of the
information cannot deny at a later stage his or her
intentions in the creation or transmission of the information.
(iv) Authentication: The sender and receiver can confirm
each other’s identity and the origin destination of the
information Cryptosystems are often thought to refer only
to mathematical procedures and computer [9]. programs;
however, they also include the regulation of human
behaviour, such as choosing hard-to-guess passwords,
logging off unused systems, and not discussing sensitive
procedures with outsiders.

Software Requirements Specification:

A Software Requirements Specification (SRS) is a
complete description of the behaviour of the system to be
developed. It includes a set of use cases that describe all the
interactions of the users will have with the software.

Functional Requirements
Functional requirements are supported by non-functional
requirements (also known as quality requirements), which
impose constraints on the design or implementation (such
as performance requirements, security, or reliability).
e  Inputs:
v Login details: Users chose an id and password and
validate their details.
v/ Key generation : private key and public key of
both the users are generated.
v Plain text :sender selects or enters some text that
is to be sent to the receiver.
Outputs:
v Cipher text : The encrypted text which is of form
of original plain text viewed by receiver.
v Signature comparison : verifies the authentication
of the user and message contents.

Non Functional Requirements:

In systems engineering and requirements engineering, a
non-functional requirement is a requirement that specifies
criteria that can be used to judge the operation of a system,
rather than specific behaviours. Other terms for non

functional requirements are '"constraints", "quality
attributes”, "quality goals" and "quality of service
requirements," and "non-behavioural requirements."

Qualities, that is, non-functional requirements, can be
divided into two main categories:

1. Execution qualities, such as security and usability, which
are observable at run time.

2. Evolution qualities, such as extensibility, scalability and
reliability which are embodied in the static structure of the
software system.

Execution Qualities:

Security:

The application being developed has a login page which
provides security to the application. Only the authenticated
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person can access it , as it is verified through digital VI. USER INTERFACE DIAGRAM:

signature.

Usability: & e

The application will have a very simple user interface. So a /‘\ \[\

person who is operating the application for the first time % _ —_—

will be able to use it. clan e Rt
success { { success

Evolution Qualities:

We will be developing the project with a scope of

Extensibility: m
}

extending it anytime in the networking environment. B,

Scalability: )

The application being developed is a standalone application. e senerpenieesy [N

Hence it could be installed in any number of systems and - B — dlavlorciemisnvr
could be used easily. | eredbey | — common ey foclenserver
Reliability:

The system is intended to be developed with minimal errors,

so that it doesn’t deviate from its actual Behaviour. :.'::::J:Emg el

Hardware Requirements l
1. VDU: Monitor/ LCD TFT / Projector M

2. Input Devices: Keyboard and Mouse
3. RAM: 512 MB

4. Processor: P4 or above
5. Storage: Less than 100 MB of HDD space. |

Software Requirements: M
1. Operating System: Windows XP SP3 or above

2. Run-Time: .Net Framework 4.0 or above

System implementation: l

The proposed system is implemented to the best of no

deviations. The implemented part has the below modules. e i S s

1. Authentication |

2. Choosing or generating random number

3. Encryption/Decryption ‘ Y Fore

4. Signature Generation I I

5. Comparison ‘ o ‘

Authentication: Fig6.1. Illustrating the method of proposed work

The login screen is displayed as soon as the executable file
runs. The login screen is expected to provide a valid user
name and password on failing which the rest of the gppvER SIDE:

application is not allowed to be accessed. i SlE %

VIL.RESULTS:

Generating keys: The user generates the keys required for
transaction.

Usemams Admin
Encryption/Decryption: The user encrypts and then
decrypts the data based on the keys

Password s
Signature Generation: Vulnerable Data consists of 0’s
and 1’s are displayed in a equi format. [ == l [ e I

Comparison: Later the signature is calculated on the data
and then compared.

Fig 7.1: Basic screen shot for server page
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CLIENT SIDE:

ol Login ==
Usemame Adin
Password -
[ Submit J [ Cancel

=20

Prvate Koy

Public Key Generste

Shared Key Generate.
Select File
Goher Text
Siomatre

Close
Fig 7.3:Form on server slide with keys and digital signature ready for

evaluation

s
Public Key 9 Send Key.
Shared Key 23 Generste
Select File Browse
| ltext enterd here to be encrypted @

sent successfully
Cipher Text

11553 1 buax b Bioarih B3>0 03
I

S Generste Signature.

oK

—————

| Send Signature | | Close ]

Fig 7.4: Successfull generation of keys on server slide and sent to
client

a! DigitalSig

@ Public Key 25 Generate

[[Gererte | [[FesoveCpher ]

Shared Key 23

127.0.0.1
Recieved Cipher

ErE T

Plain Test Signature Recieved

text erterd here to be encypte

L

i Signature Generate Signature

[

Fig 7.5: Successfull generation signature received
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Fig 7.6: Authentication is successful and complete transfer of data
from client to server proposing a digital signature

CONCLUSION:
In order to enhance the security of algorithm in random, we
proposed two improved ideas: enhanced security of random
numbers, making it difficult for the success of the random number
of hacks; establish more complex link between the random
number and the private key, so it is difficult for a chopper to use
random number to indirectly attack the private key, based on ideas
that established the more complex link between the random
number and the private key, we proposed to add the signature
equation of the same form of an equation with the improvement of

the program by Exclusive-OR (@) operation which minimized by
the chopping level.

APPENDIX
USER MANUAL
The project “Defend Data using ELGAMAL Digital Signature
Data Decryption Algorithm.” standalone application developed
using Dot Net Framework 4.0. The following are the instructions

that are to be followed in order to deploy the software.
The following are the requirements for successful
deployment.

1. Dot Net Framework 4.0

2. Complete Well Running ELGAMAL Algorithm

3. Linux/ Windows 98 or above

ANY JAVA ENABLED WEB BROWSER.
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